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1 Preparing the server

1.1 Domain membership

The server on which we will install shibboleth IDP needs to be a member of the domain. This will not
be covered by this document.

1.2 DNS

DNS resolution should be properly configured for internal and external addresses. Also not covered
in this document.

1.3 NTP

You have to make sure that your server is synchronized with NTP. We advise using the NTP server of
Belnet (ntp.belnet.be)

1.4 1IS (optional)

We suppose that IIS Role has already been installed on the server. There are no more dependencies
between AD FS and IIS since the 2012 R2 release, but we will use it to create a self-signed certificate.
If you already have a certificate, you can use this one.

1.5 Service account

You will need a service account in order to launch the service.
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2 Install ADFS 3.0

In this document, we will only cover the creation of a federation server, in a new federation with a
standalone server. If you already have a federation server active, you probably can skip this part and
go directly to the configuration.

You will have to add the ADFS role to your server.

ADFS - |8 x

Add Roles and Features
i PROPERTIES Remove Roles and Features

Manage Tools View Help

)

ver Manager * Local Server Y

WIN.

- - Add Servers
- e i NIN2012-7 Lo Create Server Group

tabeinetbe Windd Server Manager Properties

rvices P

EVENTS
All event 48 tota TASKS ¥

©
i
‘4
T
‘
<

Then follow the instructions:
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Select server roles

Before You Begin
Ingtaliztion Tyoe
Server Selection

Features
ADFS
Cenfirmation

Select features

Before You Begin
Instalaton Type
Server Selecton
Server Roles

| rene |
ADF3
Confirmation

No additional feature is needed.

Bafore You Begin
Instaliation Type
Sarver Selecion
Server Roles
Features

Confirmasion

Salact one or more reles to inctal o the telacted carvar.

Roles.

>

[ Active Directory Domsin Services
ory Lighteight Lirectory Senvices

[] Active Directory Rights Maragerent Ssrvices
[ Appication Server
[C] DHCP Server
] DNS Sarver =
[ Fax Server

+ [ File and Storage Services (1 of 12instaliec)
[ Hyper v
[C] Network Folizy and Access Sewices
[ print ard Daasment Services |
[C] Remote Access
] Remote Desktop Services
[[] Volume Activotion Sevices 7

UESIINATION 3ERVER
TatCA-STS Taiprinturyaca

Dexription
Active Directory Federation Services
(ADFS) provides implified sscurac
identity federation and Web single
ogr-on ($S0) capabiities. ADFS
includes z Federation Servize that
enables browser-tased Web $50.

[ ][ N>

Select one o more features to install on the selecied server

Features

| | b stabec)
b [ Background Intelligert Trarsfer Senvice (BITS)

| BitLocker Drive Zncryption

[ BitLockar Network Urlock

[ BrarchCache

[ Client for NFS

[C Dats Center bridging

| Direct Play

[ Enhancad Storage

[ Failover Clustering

[ Grosp Policy Management

[C 115 Fostable Web Cors

[ Ink and Hancwritirg Sersices

< ] 1 >

Active Directory Federation Services (AD FS)

CESTINATION SERVER,
Til-CA-STS Tailigh Sy 8

Description

NET Frarrework 35 combines the
powar of the NET Framewark 2.0
APlc with naw tachnclogies for
kuilding spplicaticns that cffer
appeolng uscr interfaces, protect
your customers’ personal identity
infarmation, ensble seamles snd
‘secure communication, and provide
e ability to model 3 range of
tusness processes.

DESTINATION SERVER
Tal-CA.STS Talnpintoysca

Active Directory Federation Services (AD FS) provides Web single-sign-on (S50) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS heips organizations
bypass the need for secondary accounts by aliowing you to project 3 user’s digital identity and access
rights to trusted partners. In this federated environment, each organization continues to manage its

own identities.

Things to note:

* This computer must be joined to a domain before you can successully install the Federation Service.

* The Web Application Proxy role service in the Remote Access server role functions as the federation
service proxy and cannot be instalied on the same computer a5 the federation senace.
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. . . . VED INATION »>eMvEX
Confirm installation selections Tt AT e s
sefore You Begin To install the folowing roler, role cervices or features on celected cerver, click Inctall.
instaliation Tyoe ] Restart the dectinaton cenver sutcmatically if required
Server Selection Cptoral features {such as administration tools) might be displayed on this page because they have
b4 been selected automatically. I you do not want to instal thess optional features, dlick Previous to dear
Seevechicies their check boxes.
Festures
ADFS Aciive Drectory Federetion Services

Export canfigusation settings
Specify a1 altemate source path

- ! AT IDN SER
Inslzllalion progress T AT Tty

Vi malallalion progress

o Starrq inshelinman

L 1

Active Dirzutony Fedzistion Sevices

You ¢an ¢ ose thic wizard vit~cut inzzrrupting runn g ks View tz:k progrez or 02zn thic
in by click ng Notifizaticns in the bar, zrd then Tosk Cets k.

Export con‘iguration settings

< Previous | | Neat > l Install | Cance ‘
nlocefacppat 7T

Installation progress T ST s

View inctallaticn progrece

Q Feorrcinsalistion

Configuration required Incta lation cuzceadsd 5n Tad-CA-STS Talspintoys ca

Active Directory Federation Services
Addionel steps are required 1o configure Actire Directory Federation Sewvices on this mochine.
Configure the fede-ation senice on tus server,

You can close this wizard withaut interrupting rusning tasks. View task progress o oper. this
B page again by clicking Natifcaions in the cammand har, anc than Tack Datails

Export configuration settings

| < Previous Naxt > Cloze Cancel
Yoy 2 ! <
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3 Before Configuring AD FS 3.0

3.1 Certificate

You will need a certificate for the AD FS implementation to work. In this document we will create a
self-signed certificate that we will generate from 11S8

— Ao
@iz 8 | ? s impon
G Stast Page Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate Request...
“ ‘; Z T J SSL Complete Certificate Request...
< Application Pools - g e
p & Stes Filter: * W Go - (g ShowAll | Groupby: No Grouping - Create Domain Certificate.
Name - Issued To Issued By Expirat Create Seif-Signed Cedificate. .
adfs WIN2O12-7 2. belnet be WIN2012-7.2 beinet be 18-08- =
Export...
X Remove
Enable Automatic Rebind of
Renewed Cetificate
@ e
<] -

5| 1= Features View |i.~ Content View

| “

This certificate will be used for accessing the AD FS server.

a5 >

You can also download your own certificate created specifically for the AD FS implementation.

Other certificate will be automatically generated to sign the sending of the attributes.

]
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4 Configure AD FS 3.0

4.1 General configuration of the AD FS server
In order to configure AD FS 3.0 you will need Domain Admin rights

You can now go in the AD FS management snap-in

Apps

[==] Desktop ‘!!" AD FS Management
- o ¢
. Documents 3 Component Services
=

Computer Manage

-
e Internet Explorer Defragment and Optimize Drives

Event Viewer

E Pictures Internet Information Services (IS

ISCSI Initiator

You can start configuring your AD FS server by clicking on the configuration wizard

W Fle Action View Window Help

-|®
& B
ADFS O | Actions
3 | ADES
Overview AD FS Federtion Seve

AD FS provides sngle sgnon (550) accest for chert computen View

New Window from Here
@) contigure This Federation Server i

The AD FS Federstion Server Corfiguration Wizend must fint be complated succesdhully before you
can use ths a0+ 10 manage your Federstion Service

¥ ADES Federation Servee Confiquration Wizard

o Learn About:

Adding Fodemtion Serveo i o Earm and Setting Up Load-Balancing
Confrquing Federation Secver Proxes
Troubleshooting AD F5

We will now create a new federation with one standalone AD FS server
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Welcome

Connect to AD DS
Specify Service Properties
Specify Service Account
Specify Database

Spacify service Propartes

Spocity Sorvice Acccun:
Speciy Catzbase

TARGET SERVER
Tail-CA-STS.Tailspintoys.ca

Welcome to the Active Directory Federation Services Configuration Wizard.
Before you begin configuration, you must have the following:

* An Active Directory domain administrator account.

* A publicly trusted ifi for SSL server

AD FS pre-requisites

Select an option below:
@) Create the first federation server in a federation server farm

O Add a federation server to a federation server farm

[ <Previous | [ Next> [

Olars iz

Configure | [ Concel ]

chnsai comamilns

. : ; TARGLT SCRVCR
Connecl la Aclive Bireclory Domain Services Toil CA STS Tailspintoys.ca

speaty on account with Activa Directery domain cdmimistrator permussions to perfcrm the
tedaraticn service corhguratior.

TAILSUIN 10VE\rminz (Currert usar]

o] | (W] | ot | G
piia folais Echneten 7 5
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3 e W TARGET SERVER
Specify Service Properties Toil-CA-STS.Tailspintoys.ca

Welcome

Conn: SSL Certificate: I adfsTailspis 3 ['I I Import... ]
View
Specify Service Account Faderation Service Narme: I adfs.Tailspi 5 l'l

oecify Datat
Specify Database Example: fs.contoso.com
Federation Service Display Name: Tailspintoys STS

Users will see the display name at sign in.
Example: Contoso Corporation

Configure Cancel
o frer

Holocs techinat cor

You should see here the Self Signed certificate that you created. Please note that the name of your
server MUST match the name in your certificate (actually, you can’t change it anyway)

o s TARGET SERVER
Specify Service Account Tail-CA-STS.Tailspintoys.ca

Group Managed Service Accounts are not available because the KDS Root has not been set. Use the foll.. Show more X
A nag

Welcome

Specify 3 domain user account or group Managed Service Account.

Create a Group Managed Service Account

Account Name: TAILSPINTOYS\

Specify Database ® Use an existing domain user account or group Managed Service Account

Account Name: TAILSPINTOYS\WADF... | Clear || Select. |

Account Password: esssesssssnens

Next 2 Confiqure | B Ceneatt

nitnolods ischnst cor

If you plan to use a group Managed Service account, you will need a win2012 server AD. In this
document we will be using a windows 2008R2 server so we will simply use a service account.

]
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Specify Configuration Database TH0-CASTS Tlipitopscn

Weicome

Connect to AD DS

Specify Service Properties

Specify Service Account © Specify the location of a SQL Server database.

Specify a database to store the Active Directory Federation Service configuration data.
(® Create a database on this server using Windows Internal Database.

" Database Host Name:
Review Cptions

Pre-requisite Checks Database Instance:

To use the defoult instance, leave this field blonk.

Next > Configure _‘ Cancel
nitg oS tachnet Corvi]

Review Options A STS Toiotoys

Welcome Review your selections:

Connect 10 AD DS This server will be configured as the primary server in & new AD FS farm ‘adfs Tailspintoys.ca'.
Specify Service Properties AD FS configuration will be stored in Windows Internal Database. |

Specify Service Account
Specify Database

Windows Internal Database feature will be installed on this server if it is not already installed.

tion service will be configured to run as TAILSPINTOYS\ADFS-Senvice.

Pra.requisite Checks

These settings can be exported to a Wind
additional installations

script to
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2w TARGET SERVER
Pre-requisite Checks Tel-CA-STS Tabkpintoysca

| @ All prerequisite checks passed fully. Click ‘Configure’ to begin lfati Show more x |
Welcome = , 2 : = : Z =
Prerequisites must be validated before Active Directory F Services is gured on this
Connect to AD OS computer.

Specify Service Propertiss Rerun prerequisites check
Specify Service Account
Specify Database S Viewresilts
Review Options @ Prerequisites Check Completed

@ Al prerequisite checks passed sfully, Click ‘Configure’ to begin i

Lozl LEmtmn]

co%itle

TARGET SERVER
Results Tail-CA-STS Tailspintoys.ca
| @ This server was successfully configured Showmore X

~ View detailed operation results

Next steps req forc g your fi service deploy

You can test the installation by following the url https://hostname/adfs/Is/idpinitiatesignon.htm
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You can test here the authentication.

2012 TA belnet

You are not signed in,

@ Sign in to this site,
€ Sign in to one of the following sites:

| spiatainese

& 2013 Maoson

2012 TA belnet

Sign in with your arganizational account

workshop@ta.beinet.be

[sseenaced]

© 2013 Mcrotont

2012 TA belnet

You are signed in

@ Sign in 1o one of the following sites

I ptabeinetbe

@ Sign out from all the sites that you have accessed.

£ Sign out from this ute.

I
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4.2 Upload your Metadata

If the installation has been completed successfully, to get your metadata, follow this URL:

https://hostname/federationmetadata/2007-06/federationmetadata.xml where hostname should be
replaced by the name of your server.

You should see :

seraticemctadatasrel Intoract EQiarer

|18 ] ke watarad Tovmts -Toeet - TTRE. | o 0UXCE3012003 - Zozn Tk .| e <ox

Z wnily nu- "B/ /win200u o.tubelnetbefudls/servives /lrust” 10" _SbULoIde euba 4b12 Uudl SIUbI/Y /490
J;"I-llu ffawws wJ vru ZDUO 09 mulu:nu#

d algorithm - http://www.wi.org/ 2001/ 10/xml-cxc-clin# '/
d 4igor ithm-" http: [ /wvew.wis. org/lulll/o‘l/mldag momx.«a-shu.o
OLEbo1Z-ccba-1b12-YadE-32b2 /00190 '

WM RS W mg/mnn/nn/xmmclq:anu-lnpnn slgnatire’/
M= WP  WWw.WR.arg 20017 10/ xmi-exee | 1n#

d algorithm = "http:/ /veww.w3. ocglznnl/uumnlcncs.haz G/
= 1dDIFVSpTKYfO ~UYMXKkr3RG~m / {00/ 2p CodR7OtZ5~ v:/dz Clzestvalucs

AXJR470NNIOYTEINALIOr 1171 £ IhXPOROZOTT | TOtSACHIYNBVKETIZVRr40CTICCOTCINPST 741 1IMmPAYST KANO 1TI0071 { OXGTKZKVYAZtAXEASKT I WTBEYL
B/ S w3 .arg, 9000/ N0 xmiAsigE s
Lol > MLLLOUCCADC LKQy>I b HC2zwrbol i LAYDVQQULYVURLLI LI NpLS L ¥ 1rudest b LINUDgxNgS

e wilir i 200706 i="hab = f e anen 1/ 3001 ) XMI S hweri il
siz-open. org/w. 2/ wrs-trust/ 200512 Imp / schemas. xml oap. org/w-/zw.»luz/trux http: .l/docs

wilmgTiara="win 2000 6.0 balned dine
opan.org/wsfed/federation f 20U0/06"

INShubtTatdT. TFWI WYDVDODFYhRRFZTIFVIVA g1 ¢ y TYUAGFNY MIMRAXNTF | MDe

miraa tr="htpt{ fAnRS.00 SIS apan.arg /vistad fanthazation / 200706 Dotiaral='tria” U4 ="attp:/ /Schamas.smisnnn.orn/vs/ 2005705/ idantity / clalms famalladdracs’
Mall Addracs.: anth: i ay Vamas
N Tha a-mall AdAracs of the H&ar- /3t T assdptiont:

2117 = NHp: £ { Ancs.an SIs-npen.arg /wisten | F200706" Artiaral- tre” (17 "R/ /Sehemas. xmisnan.org/ v 2005705/ entity £ clalms/glvenname ™
ivenn NuIIIE faulnDisplayNemes
1lne given nuime of Ure us

L/ DODFNE Dlineal="Trine® i ="hllp:/ S swhmenoas. s misuopoarg/vis Y005 /05 fidunlity f claims foname® =
Nama ¢ /auth: Diap
Ihe unique name of the use

L. w,i- uueu wryfwsfedfuuthrization/ 200/06" Ulional="true® Un="hip:/ fschemas. xmisvap.org/vw s/ 2005705 fidentity / cluims fupn’ -
leylanme
ul nuime (uvn) of Ui user eyl Sesiip oz

auts="http:/ /docs. /200706" oztloral-'true® Ud-"http:/ /sch 5. xmisoap.org/clalms/ C
+Common Mam e /s uth: Jisch
Ihe common name of the us
MiraLal tr="Hp:/ fADCS.03 616 APAN.Ar /vistar (autharization / J007N6" Nrtiral='teiaT (4 -"http:/) emisna.arg/clalme ) T
ISP Ayl amasAD FS Lx F-Mall Addrecs - 3 4r: 0 cplayidsme s
o Fecerptizn = Tha a-mall addracs of the 116ar when Interaparating with AD FS 1.1 or ADFS L0 ah:Tassripmans 4
< >

Prior to upload your metadata to the Belnet federation, you must clean it up as it contains a lot of
information dedicated to Microsoft federation:

* Remove all tags between <ds:Signature ...> </ds:Signature>
* Remove all tags between: <Role Descriptor xmlIns:fed....></Role Descriptor> x2
* Add scoped element:
o <EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmins:shibmd="urn:mace:shibboleth:metadata:1.0" entityID="...>

Just after <IDPSSODescriptor
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
o <Extensions><shibmd:Scope
regexp="false">ta.belnet.be</shibmd:Scope></Extensions>
* Keep the rest

You can upload this to https://federation.belnet.be

Belnet I
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4.3 Configure the Service provider

Open the AD FS management console:

&7 Fle Action View Window Help

l-]=] =]
e
e [rposionti
b [ Sevics I =™ '2¢ »  -= .®» i

4[] Trust Reiationshios| Trust Relationships Overview
] Claims Provider Irusts

Adc Relying Party Trus...
[] Relying Farty Trusts

AD IS5 uses frust relationships to manage ~ow clzims are accepred enc issuzd from the Mederation Service. Adc Nun-Claims-Awar ..
1 Atribute Stores Clams provicertrusts contan onfiguration cata about claims poviders and rules that govem how ciains arz !
- z S accepted. Relying party trusts conlain conticuration data abo.t “elyirg paties and rules that govem now Adc Clarrs ?rovidzr T..
p || Authentcation Policizs claims are issued.
Adc Attribute Store...
Leam More Vew »

Configuting Trust 3elationships New Window from Here

HDFS5 ek |a Refresh

Help

- ¥
The service provider is configured under “Relaying Party Trust”

In our case, we will add a relaying party trust called sp.ta.belnet.be:

Belnet |
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Welcome
Steps
Welcome to the Add Relying Party Trust Wizard
L Th wiard wll o you 34 a e e oty Lt th AD FS cofuraton doabase. g o
@ Select Data Source consume claims in securtty tokens that are issued by this Federation Service to make authentication and
authorzation decisions.
@ Configure Muttifactor
Authentication Now? mmmmMmemdmmthmehm
Salisoie party and issues claims to . You can define lssuance transform nules for issuing claims to the relying party
'mmm Pt after you complete the wizard.
@ Readyto Add Trust
@ Firish
[<Prevows | [TSe] (G

The biggest problem with AD FS is that it can’t read the federated metadata. So you will have to get
the metadata related to your SP. You will have to do this for every single SP you want to work with.

In the next step you can download the metadata (either from a URL or from a file). | would avoid the
“manual” part:

Select Data Source

Seps Select an option that this wizard willuse to obtain data about this relying pary:

@ Welcome -
O Import data about the relying party published oniine or on a local network

e o S Use i oo 0 et e necessay dta and crficates fom a ey Pty cganzaon s ublehes
@ Configure Mutifactor s federation metadata oniine or on a local network
Authentication

Now?
Federation metadata address host name or URL)

@ Choose issuance
Authorization FRules

@ Readyto Add Trust Example: fs contoso com or hitps //www contoso com/app

@ Finsh @ Import data about the relying party from a fie
Use this option to import the necessary data and cerficates from a relying party organization that
exported ts federation metadata to a fie. Ensure that this file is from a trusted source m-m-duim
vaidate the source of the file

Federation metadata file location

I l Browse_

() Enter data about the relyng party manually
Use this option to manually nput the necessary data about this relying party organization.

Give your SP a name and some information:

Belnet |
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Specify Display Name

Steps Enterthe display name and any optional notes for this relyng party.

@ Welcome Display name:

@ Select Data Source | Your 5P

@ Specky Diplay Name Notes:

@ Corfigure Mutifactor
Authertication Now?

@ Choose Issuance
Authorzation Rules

@ Readyto Add Trust
@ Firsh

| <Provious || Net> || Cancel |

You can configure Multi-Factor Authentication. This is not convered in this document.

\Sq- o 2

| Corfigure s relying party trust. Multifactor authertication is required £
| @ Welcome there is a match for any of the specfied requrements.
i. Select Data Source .
|@ Specty Dapley Name Mutifactor Athertication Giobal Setings |
| {
’c"""”“”'::"; Requremerts  Use/Groups Mot configured
;. Choose lssuance Device Nt corfigured
Fdee Locaton Net corfrgurnd

| @ Readyto Add Trust
|@ Finish

® 1 do not want to configure mulif setings for thes rehing patty trust ot thes tme

O mutidactor autherts settings for this relying party trust

You can also confi mudt-factor auth bon settings for this relying party trust by navigating to the

| <Pevios || Net> || Cancel |

Permit all users by default:

Belnet |
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Choose Issuance Authorization Rules
Stepe whether a user is permitted t:
0 receive claims for the relying pary.
@ Welcome Mmdh“mmmhhmﬂmdﬂmm\lmmm
@ Select Data Source - Pmdumbmummm
@ Specy Display Name th ndes wil be config wmdmwmnmm The relyng
@ Configure Multifactor m or appllostion iy sl dery fhe Usec
?
PRGN () Deny all users access to this relying party
@ Choose lssuance - =
The ndes wil be to deny all users access to this relying party. You must
Adhorzation Rules later add issuance authorization rules to enable any users to access this relying pary.
@ Readyto Add Trust
:Frise Youemd\m mmmwumommwmhmmm
and chcking Ede Claim Rules In the Actions pane
| <Prvious || Net> || Cancel |
Ready to Add Trust I
Steps The relying party trust has been configured. &mlhefolmmgm and then cick Next to add the
@ Welcome mmmquFsm
@ Sel=ct Data Source M " identfx l— l- l. Mlp I—L lm“ >
@ Specy Dispiay Name Speciy the monorng settngs for this relying party trust.
® Condguan Ml facor Ralying party's federation metadata URL:
@ Choose Issuance [ l
Authorization Rules Bloniorsehing s
@ Readyto Add Trust = b
pegrars [[] Adomatically update salying party

This relying party's federation metadata data was last checked on:
<never >

This relying party was last updated from federation metadata on:
<never >

[ <Previous |[ MNet> |[ Cacel |

And you’re done (well, to define the SP).

You can now test the authentication. You should be able to login with no attributes being sent to the
SP.
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4.4 Configure the attribute release

Now, go and edit the “Claims Rules” (that’s the way attribute release policy is called)

Qo File Action View Window Help [-]e]
| x| Bm
5 on [roveg oo
s [ owates  Ewe e ewe || ReyioiatsSI
S ST T et gy o
| Relying Party Trusts| Add Non-Claims-Awar...
[ Attribute Stores S .
b [ Authentication Policies
New Window from Here
() Refresh
Help
Update from Federatio,.
Edit Claim Rules...
Disable
Properties
K Delete
Help
<| " >
', 2l
- TEEEEIE) b (5 @

And this is where the fun begins.

Click on add rules in the “Issuance Transform Rules”
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X
Select Rule Template
res Select the template fo the clam ne that you want to create from the fodowng it The
@ Choose Rule Type provides details about each clam ne template.
@ Configure Claim Rule Cam nde template:
| Send LDAP Atrbutes as Cams |
Clam nue tempiate descrption:

UUsing the Send LDAP Attibute as Claims rule tempiate you can select attributes from an LDAP attrbute
store such as Active Directory 1o send as claims 10 the relying pady. Multiple attrbutes may be sent as
multiple ciams from 2 single nie using this nie type. For example, you can use this nie tempiate to
u'*utb“ﬂ ﬂluﬂ-hw_sﬁ—hm

Active Di d th "ose values as two diferent outgoing
ciamms M&nhh_ﬂb-ﬂidhwomm ¥ you want to only send
individual group memberships. use the Send Group Membership as a Oaim e tempiate.

Tel me more 30out the nje template

Fes [[(Net> | Cacd | b |

The goal is to release 3 attributes: EPPN, CN and email. Of course, EPPN doesn’t exist in windows AD
FS by so temporarily we will use the UPN (user principal name) instead.

. o ks for st belnetbe PR IeI )
. s Transfom Fules | A Fues | Delegation A Rudes |
»
r The folk des speciy the claims that wil be sert 1o the relying pary.
f
+ [Order| Fide Name [ lssued Oams |
et data UPN E-Mal Address Com. .
X
You can configure tha nuie to send the values of LDAP attrbutes as ciaims Select an attrbute store from
which to extract LDAP attrby Speciy how the attrits il map to the outgoing clam types that will be
lssued from the re.
Claim ne name
Rule template” Send LDAP Atributes as Claims
Atrbete store:
[Active Deectory ~|
Mapping of LDAP attrbutes to outgoing clam types:
| LDAP Atate Outgong O Type |
» » Jl UPN _v_"
E-Mai-Addresses >]| E-Mai Address _'JI
i SAM-Account-Name ¥ | Common Name _'JI
* ~| =]
L

And of course, out of the box, those attributes will not be understood by shibboleth so we have to
play a bit. We will create “transform rules” in order to translate an attribute from the AD into an
attribute known by Shibboleth.
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X
Select Rule Template
Seps Selact the template for the ciam rule that you wart to create from the followng list. The descriotion
@ Choose Rule Type provides details about each claim nie template.
@ Configure Claim Rule Claim nde template:
e N - |
Claim ne template description
Using the Transform an Incoming Claim rule template you can select an s
claim type, and optionally &s claim value. For example. you can use this e template to create
arube that will send a role clam with the same clam vaiue of an claim. You can also

Ted me more aboit this nde template ..
oo |[ Nea> Cancel | Hew |
First UPN to EPPN:

i Vi Edit ClaimRuls for sp.ta.belnet.be il B o =] 3
~ lssuance Transfom Rules | ssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party. ifier
es s
script Order | Rule Name | Issued Claims |
~ship: 1 get data UPN.E-Mail Address,Com...
ovide |2 transfom EPPN <See claim nile>
x

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

rans‘form EPPN

Rule template: Send Claims Using a Custom Rule

Custom rule:

c: [Type == "http://schemas.xmlscap.org/ws/2005/05/identity/claims/upn”] ;]
=> issue(Type = "urn:cid:1.3.6.1.4.1.5923.1.1.1.6", Value = c.Value,
Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attrib
utename”] = "urn:ocasis:names:tc:SAML:2.0:attrname-format:uri”);

More about the claim rule language....

Here, we translate the claim UPN into SAML attribute with OID 1.3.6.1.4.1.5923.1.1.1.6. (Normally,
your service provider should be able to provide you this information as those attribute mappings are
defined in the Shibboleth SP (attribute-map.xml). “c.Value” is the value that was taken from the AD.

Belnet |
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We will do the same for mail:
¥t Edit Claim Rules for sp.ta.belnet.be =]
Issuance Transfom Rues | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

| Issued Claims
1 get data UPN,E-Mail Address.Com...
2 transform EPPN <See claim rule>
3 Transform mail <See claim rule>

Edit Rule - Transform mail B

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

Transform mail

Rule template: Send Claims Using a Custom Rule
Custom rule:

c:[Type == =
"http://schemas.xmlsocap.org/ws/2005/05/identity/claims/emailaddress™]

=> issue(Type = "urn:0id:0.9.2342.19200300.100.1.3", Value = c.Value,
Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attrib
utename™] = "urn:casis:names:tc:SAML:2.0:attrname-format:uri”);

More about im rule lanquage...

Here, we translate the claim emailaddress into SAML attribute with OID 0.9.2342.19200300.100.1.3.

Belnet |
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And finally the cn:

Y% ot Clo vl for spabelnetbe =i

lssuance Transfom Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

ot |-Order | Rule Nome | lssued Claims |
it 1 get data UPN E-Mail Address.Com...
de 2 transform EPPN <See claim rule>

vy 3 Transform mail <See claim rule>

are 4 transform cn <See claim rule>

Edit Rule - transform cn N x|

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

ransform cr

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type == "http://schemas.xmlscap.org/claims/CommonName"] :]
=> issue(Type = "urn:0id:2.5.4.3", Value = c.Value, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attrib
utename”] = "urn:casis:names:tc:SAML:2.0:attrname-format:uri”);

More about the claim rule lanquage....

Here, we translate the claim CommonName into SAML attribute with OID 2.5.4.3.

FYI, some extract of the SP “attribute-map.xml|”

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3%k %k %k >k 3k 3k 3k 3%k 3%k %k 3k 3k 3k 3k 3k 3%k 3%k %k 3k 3k 3k 3k 3k 3%k %k %k >k >k 3k 3k 3%k %k %k %k %k k k

<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6" id="eppn">
<AttributeDecoder xsi:type="StringAttributeDecoder"/>

</Attribute>

<Attribute name="urn:0id:2.5.4.3" id="cn"/>
<Attribute name="urn:0i1d:0.9.2342.19200300.100.1.3" id="mail"/>

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k >k 3k 3k 3k 3k 3k 3%k %k %k >k 3k 3k 3k 3%k %k %k 3k 3k 3k 3k 5%k 3%k %k >k 3k 3k 3k 3k 3%k %k %k %k >k 3k 3k 3%k %k %k %k %k %k %k 3k *k
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You can now try to login again and you should see your attributes:

Belnet Federation Discovery Service

The Service (bttps://sp.tabelnet.be/) you are trymg 1o reach requares that you authenticate
with your home organization; please, select it below

Enter institution name:

[ Search |
Or choose from a list:

[wap20127 3] | Select | [Remember for session =]

Need assistance? Send mail to Belnet Federation's team with description.

2012 TA belnet

Sign in with your organizational account

workshop@ta.belnet.be

-

Sign In

© 2013 Microsoftt

Welcome on the IDP test page

CONGRATULATIONS! you have successfully logged in.

But this was only the first part of the hands-on.

The purpose of thiz SP is to verify the release of some specific attributes.

During this workshog, we will focus on 3 attributes (the same that arc nceded for filesender): of

In arder W properly vadestand the mechanism of the attibule 1elease policy, you should make (
available one by one.

EduPersonPrincipalName
Received eppn. workshop@ta belnel be
E-mail address

Received e-mail address: workshop@ta.belnet.be

Common name
4 ]

Belnet |
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5 Some “claim rules” for Belnet SP:

5.1 sptest.belnet.be:
1) Get attribute (UPN, E-mail-Address, Common Name)
2) Transform UPN to EPPN:

c:[Type == "http: //schemas xmlsoap. org/ws/2005/05/1dent1ty/c1a1ms/upn"]

=> 1ssue(Type = "urn:oid:1.3.6.1.4.1.5923.1.1.1.6", value = c.value,
Properties["http://schemas.xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/attributename“] =
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

3) Transform email

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"]

=> issue(Type = "urn:0id:0.9.2342.19200300.100.1.3", value = c.value,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"]
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

4) Transform cn
c:[Type == "http: //schemas xmlsoap.org/claims/CommonName"]

=> 1ssue(Type = "urn:oid:2.5.4.3", value = c.value
Propert1es[ http://schemas.xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/attr1butename“]

'urn:oasis:names:tc:SAML:2.0:attrname-format:uri"™);

5.2 filesender.belnet.be
1) Get attribute (UPN, E-mail-Address, Common Name)
2) Transform namedID

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]

=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, value = c.value,

Properties[" http://schemas xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient™);

3) Transform UPN to EPPN:

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]

issue(Type = "urn:oid:1.3.6.1.4.1.5923.1.1.1.6", value = c.value,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"]
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

4) Transform email

c:[Type == "http://schemas.xm1soap.org/ws/ZOOS/OS/identity/c1aims/ema11address"]
issue(Type = "urn:o0id:0.9.2342.19200300.100.1.3", value = c.value,

Propert1es[ http://schemas.xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/attr1butename“]
'urn:oasis:names:tc:SAML:2.0:attrname-format:uri™);

5) Transform cn

c:[Type == "http //schemas. xm]soap org/claims/CommonName"]

issue(Type = "urn:oid:2.5.4.3", value = c.value,

Properties["http://schemas.xmlsoap.org/ws 2005/05/1dent1ty/c1aimpropert1es/attr1butename"] =
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

5.3 mconf.belnet.be
1) Get attribute (UPN, E-mail-Address, Common Name)
2) Transform UPN to EPPN:

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]
=> issue(Type = "urn:o0id:1.3.6.1.4.1.5923.1.1.1.6", value = c.value + “@yourdomain.be”,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"] =

Belnet
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"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

3) Transform email

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"]

=> issue(Type = "urn:0id:0.9.2342.19200300.100.1.3", value = c.value,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"]
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri™);

4) Transform cn

c:[Type == "http://schemas.xmlsoap.org/claims/CommonName"]

=> issue(Type = "urn:o0id:2.5.4.3", value = c.value,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"]
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri™);

6 Interesting docs:

*  https://technet.microsoft.com/en-us/library/hh831502.aspx
*  http://blogs.technet.com/b/rmilne/archive/2014/04/28/how-to-install-adfs-2012-r2-for-
office-365.aspx
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